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Trust management model for cloud users
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Abstract

Cloud computing is a service that is provided according to the request of the
users. In addition, it can be accessed through the Internet anytime. Furthermore, it
provides computer resources that are independent of the user location, rapid
flexibility, new usage patterns and new business features of IT technology. As a result
of that, cloud computing has taken the attention of stakeholders and the researchers as
an attractive model. However, there are several concerns that make customers worried
from using cloud computing technology. One of those concerns is less control and
less reliability. Moreover, security, privacy, and trust management are some of the
cloud computing worries. This thesis focuses on the trust management issues of the
cloud computing environment. Selecting an appropriate trust model is not an easy job
for a user. This work presents a new trust model called ARICA that is stand for
Availability, Reliability, Integrity, Confidentiality, and Authentication. This model
helps a user to reduce the reliance on the trust value of provider trust management and
third-party trust management. Simultaneously, the ARICA model increases the
dependence on the user trust value. Furthermore, the proposed model measured the
trust based on five attributes: Availability, Reliability, Integrity, Confidentiality, and
Authentication. This thesis presents the comparison of the proposed ARICA trust
model with two existing schemes. Results show that, the proposed model provides
better accurate outcomes.



