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ABSTRACT

Professional criminals need the ability to exchange messages confidentially, and as a result, have
exploited the rapid advances in information and communication technology. A prevalent method
of doing so is Steganography — the process of hiding a secret message into media. The message
can be embedded into any medium (text, image, audio or video). To detect hidden information,
tools are used for discovery and analysis. As a counter-measure, tools have been developed in
order to detect hidden information form digital media such as text, image, audio or video files.
Images (PNG, JPEG, GIF, and BMP) are famously used for steganography. Research in the field
has revealed that there are few pre-existing studies done on PNG images and this research will
contribute to the body of knowledge by undertaking an increased focus on the PNG format. An
experiment was conducted which showed that there are narrow gaps hindering the ability of
stenographic tools to detect hidden elements. As such, this research aims to design an algorithm
based on artificial intelligence (Al) that is able to detect hidden information embedded by any
steganography tool in PNG images. However, the efficiency and performance of previous
approaches found in the field's literature have shown room for improvement. In this research, we
focus on algorithm design for optimum efficiency of hidden message detection in PNG files. In
more detail, the techniques examined are a novel hybrid model developed based on Adaptive
Neuro-Fuzzy Inference Systems of the Sugeno Type (ANFIS) and Multi-Layer Perceptrons
(MLPs) techniques, Support Vector Machines (SVMs), Neural Networks (Multi-Layer
Perceptrons MLPs) and Adaptive Neuro-Fuzzy Inference Systems of the Sugeno Type (ANFIS).
These techniques are compared on the basis of the resulting confusion matrices, as well as by
using the Receiver Operating Characteristic (ROC) curves. Finally, we introduce our message
detection system for PNG files based on the Least Significant Bit (LSB) approach and present its

usability in different case scenarios.



